Quality of Services (QoS) is utilized as a mean to provide efficient bandwidth provisioning in enterprises communication networks. Resource allocation and prioritization need to be provided for different types of networking traffic especially for real-time. This measurable service-oriented provisioning can be implemented in many forms.
Introduction
Data networks are becoming the global communication infrastructure and new challenges have been created due to the huge success of rapid developments in networks. The datagram model, on which networking is based, has few resource management capabilities inside a network. Therefore, the network cannot provide any resource guarantees to users. Normally, datagram network can only offer a single level of service based on Best Effort approach. However, computer applications have different requirements in terms of latency and packets loss rates. For instance, interactive applications are very sensitive to latency and packet losses [1, 2] .
Quality of Service (QoS) is known as being the capability of a network to provide resource assurance and service differentiation. Implementing the QoS capabilities in the Internet have been one of the toughest challenging objectives. A decade of continuous advancements has been realised by the Internet community to address this issue and a number of new technologies developed for enhancing the Internet QoS capabilities. Delay, packet loss, jitter and error rate were the set of parameters that were used to describe network performance in the known traditional QoS [1] [2] [3] [4] .
Sharing bandwidth in any particular network link with respect to different classes via managed priorities is another concern of the network administrator. Its aim is to propose a method to classify users and priorities to share the low rate shared WAN link as shown in Fig. 1 . Users generally require guarantees in terms of bandwidth, latency and other data transfer parameters such as loss, jitter and so on. Meanwhile, Internet Protocol (IP) does not provide this kind of guarantees [5] . It is in this regard, that this paper proposes a new bandwidth prioritization technique based on fuzzy logic, which is simulated using the performant network simulator, OPNET (Optimized Network Engineering Tools). The objective is to build a QoS scheme that will take into account the user's class, application and network link bandwidth. It is valuable to note that a number of other works related to using fuzzy logic approach applied to control bandwidth allocation to support real-time applications, QoS-based routing in MPLS network, priority scheduling in mobile ad hoc networks have been published recently elsewhere (e.g., [6] [7] [8] [9] ).
Bandwidth Controller
Bandwidth Broker (BB) is an example of bandwidth controller. The BB is a software component that has the whole responsibility for the admission control of IP flows based on network user's requests. It manages resources for IP QoS service in a Differentiated Services network. It is responsible for internal and external admission control decision according to a policy database. This bandwidth controller is responsible for providing QoS for different users. It can be called as the basic policy server that implements some policies for user traffic [5] [6] [7] [8] [9] [10] . Fuzzy controller is used instead of BB. In fact, fuzzy controllers are widely used to control consumer products such as washing machines, air conditioners, cruise controls and others. The algorithm used in the fuzzy controller is based on fuzzy logic approach. Such controllers are more precise than other controllers used for these applications such as PID controllers (Proportional, Integral, Derivative). However, the most attractive aspect of the fuzzy controller is its capability to resemble human-like behaviour. Fig. 2 shows a simple layout of control system that uses a typical fuzzy controller block diagram [11, 12] . Fuzzy logic approaches continue to be among the fastest growing approaches of applied artificial intelligence technology [13] . With reference to Fig. 2 , it is worth noting that the Rules Base block is based on fuzzy logic algorithm. This logic is based mainly on words rather than numbers. So the fuzzy controller will be based on sentences rather than equations (e.g., "If input 1 is Rule 1 then output 1"). The fuzzy logic follows four steps to determine an output [11, [14] [15] [16] [17] . These are:
1. Fuzzification: It sets up the base detail of the fuzzy system where the inputs and the outputs are first identified. Then, the appropriate IF THEN rules are defined and make use of raw data to derive a membership function. At this point, one is ready to apply fuzzy logic to the system. 
Fuzzy Logic Parameters
The controller model is developed based on speed mismatch between LANs and WANs and from the expensive data transfer rates of the already limited WAN bandwidths particularly in developing countries. It also considers the nature of the application itself because real-time applications require higher priority than non-real-time applications. In the design presented in this work, the considered inputs for the fuzzy controller are the user class, type of application and available bandwidth at the edge router. The output from the controller is a code point that identifies the queue size used in the inner router. This system is illustrated in Fig. 3 . The description of the inputs and outputs are shown in Table 1 and the assumed membership functions are shown in Fig. 4 . As the number of inputs considered is three, then there should be at least 18 rules. The rules format is basically a linguistic controller that contains rules in the format (if. . . then. . . ), but they can be presented in different formats as well. In our case, the rules are expressed as shown in Tables 1 and 2 .
To get the output results in discrete form, that is, a Diff-Serv Code Point (DSCP), the defuzzification method followed in this work is a centre of gravity also known as centroid of area method. The following equation is used to get the output (u) in discrete form [11] ,
where u i (s) is the lowest membership value of the membership functions of the inputs and R i is the running point in the discrete universe.
Simulation Results
Three scenarios have been considered in the simulations. The first scenario is to test how the network performs when no QoS mechanism for non-real-and real-time applications is considered. The other two scenarios have a QoS mechanism for the network based on the fuzzy controller. For non-real-time application (NRT), the file transfer in FTP was considered together with a video conferencing which is a real-time (RT) application. Because the RT application is supposed to take longer time than the NRT application to run, the simulation running time for the NRT network took about 3.3 h, whereas it was only 3.3 min for the realtime network. This has been done for three users only with all scenarios considered. The three users are classified as, User 1: High Class, User 2: Mid Class and User 3: Low Class. OPNET modeler version 11.0 was used to program and simulate these above scenarios. The obtained results are collected, plotted, evaluated and discussed below.
Scenario #1: Simulation without QoS Requirements
In this scenario, two networks were constructed to evaluate their performance when the fuzzy controller was not used at all. Figs. 5 and 6 show the considered network layouts. The obtained results for the NRT and RT applications at different bandwidths are shown in Figs. 7-9. It is worth noting that although there are many useful data to be collected from simulation with OPNET, only the download response for FTP and the end-to-end packet delay for video conferencing are posted. Figs. 7-9 show the average download response time for FTP at different bandwidths. These are low, medium and high bandwidths for each of the three users.
The packet end-to-end delay for the video conferencing application is shown in Fig. 10 . The average delay time response is also obtained when the bandwidth is high or medium and is shown in Fig. 11 .
From the above figures, it can be noticed that there is no user that maintains its level of priority for all the time. In fact, the router treats the packets as first come first served or more precisely, First-In First-Out (FIFO). It is worth noting that edge router uses the whole queue available to send packets to the outer network. 25 
Scenario #2: Applying QoS Mechanism for NRT Application
The network layout shown in Fig. 5 was used for this simulation scenario. The developed fuzzy controller was set up within the users' workstations where each workstation will determine its own code point before sending its data out. Figs. 12-14 show the average download response times obtained for the three users at different bandwidths, which are low, medium and high.
Comparing these results with the results shown in Figs. 7-9 , it appears that the high class user always gets a better treatment than the other classes. Hence, the performance of the high class user is much better when no QoS scheme is applied. It is worth noting that at the edge router, the code point increases as the queue size increases as well. When the bandwidth is low, it is expected that any RT application will be blocked because the available bandwidth will not guarantee that this application will work properly. Hence, all users will be given a low code point when the bandwidth is low. However, when the bandwidth is high, all users are assigned a high code point because the bandwidth will be able to guarantee the best performance for both NRT and RT applications. It appears from the above figures that, low class user has the lowest delay because their packets reached the router before the other two. If the mid class user's (user 2) packets were to reach the router before the other users, then the lowest delay will be for the mid class user. 
Conclusion
Bandwidth prioritization is a solution to provide efficient and cost effective WAN connection in developing countries' networks. In this paper, three main factors were considered to generate the Diff-Serv Code Point to treat the packet in the optimal way. These are the user's class, application type and bandwidth availability. The results presented have shown how the controller is handling each user depending on the above three factors. If the transferred data is for NRT application, then high class users will always get the advantage to use the WAN link at different bandwidths over the others. However, when the transferred packets 27 are for RT applications, high class users will get the advantage of using the WAN link when the bandwidth is at middle rate. As most RT applications require a certain amount of bandwidth to work properly at their highest levels, then if the bandwidth does not guarantee these levels, it should consider only forwarding NRT applications. It appears that high performance communication networks require control mechanisms to be so simple but most efficient. Hence, the fuzzy logic based controller approach suggested here offers smooth control of transmission with better flexibility compared to available approaches.
